Purpose
The purpose of these Guidelines is to define baseline security controls for protecting Institutional
Information Security Policy.

Applies To
This guide applies to all faculty, staff and third-party Agents of the University as well as any
other University affiliate who is authorized to access Institutional Data. In particular, this
Guideline applies to those who are responsible for protecting Institutional Data, as defined by the
Information Security Roles and Responsibilities.

Definitions
Electronic Media is defined as media that records and/or stores data using an electronic process.
This includes but is not limited to internal and external hard drives, SSD, CDs, DVDs, Floppy
Disks, USB drives, ZIP disks, magnetic tapes and SD cards.
Information System is defined as any electronic system that can be used to store, process or
transmit data. This includes but is not limited to servers, desktop computers, laptops, multifunction printers, PDAs, smart phones and tablet devices.
Institutional Data is defined as any data that is owned or licensed by the University.
Least Privilege is an information security principle whereby a user or service is provisioned the
minimum amount of access necessary to perform a defined set of tasks.
Media is defined as any materials that can be used to record and/or store data. This includes but
is not limited to electronic media (see definition above), paper-based media and other written
media (e.g. white boards).
Multi-factor Authentication is the process by which more than one factor of authentication is
used to verify the identity of a user requesting access to resources. There are three common
factors of authentication: something you know (e.g. passphrase, pin, etc.), something you have
(e.g. smart card, digital certificate, etc.) and something you are (e.g. fingerprint, retinal pattern,
etc.). Use of username and passphrase combination is considered single-factor authentication,
even if multiple passphrases are required. Username and passphrase used in conjunction with a
smartcard is two-factor authentication. Multi-factor authentication represents the use of two or
three factors.
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Privileged Access is defined as a level of access above that of a normal user. This definition is
intentionally vague to allow the flexibility to accommodate varying systems and authentication
mechanisms. In a traditional Microsoft Windows environment, members of the Local
Administrators, Domain Administrators and Enterprise Administrators groups would all be
considered to have privileged access. In a traditional UNIX or Linux environment, users with
root level access or the ability to sudo would be considered to have privileged access. In an
responsibilities would be considered to have privileged access.

Approach
Information Security Plan, Article 9 states that all Institutional Data must be
protected in a reasonable and appropriate manner based on the level of sensitivity, value and/or
criticality that the data has to the University. This requirement acknowledges that different types
of data require different sets of security controls. The University has defined three classifications
of data for this purpose: Public, Private and Restricted. The following is a brief explanation of
each. For more information, see the Policy for Data Classification.

Classification Definition
Public

Data should be classified as Public when the unauthorized disclosure, alteration
or destruction of that data would results in little or no risk to the University and
its affiliates. Examples of Public data include press releases, course
information and research publications. While little or no controls are required
to protect the confidentiality of Public data, some level of control is required to
prevent unauthorized modification or destruction of Public data.

Private

Data should be classified as Private when the unauthorized disclosure,
alteration or destruction of that data could result in a moderate level of risk to
the University or its affiliates. By default, all Institutional Data that is not
explicitly classified as Restricted or Public data should be treated as Private
data. A reasonable level of security controls should be applied to Private data.

Restricted

Data should be classified as Restricted when the unauthorized disclosure,
alteration or destruction of that data could cause a significant level of risk to
the University or its affiliates. Examples of Restricted data include data
protected by state and/or federal regulations and data protected by
confidentiality agreements or other contractual obligations. The highest level
of security controls should be applied to Restricted data.
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This Guideline defines eight control areas. They are as follows:

Identifier Control Area
AS

Application Security

DR

Disaster Recovery

EA

Electronic Access Control

EN

Encryption

IS

Information System Security

ME

Media Sanitization and Disposal

NS

Network Security

PS

Physical Security

Within each control area is a collection of security controls. Each security control is assigned a
unique identifier consisting of two letters and a number. The letters represent the control area, as
denoted above in the table, and the number simply provides uniqueness. Each security control is
then assigned three control ratings, one for each classification of data, illustrating whether the
control is appropriate. These control ratings are defined as follows.

Control
Rating

Definition

Optional

The security control is optional for the designated classification of data. This
does not imply that the control should not be implemented. Business units that
would like to go above and beyond baseline requirements are encouraged to
evaluate all controls for appropriateness.

Recommended The security control is recommended for the designated classification of data
but is not required due to limitations in available technology or because the
control could potentially place an undue burden on a business unit to
implement. Business units should document their justification for not
compensating control has been implemented.
Required

The security control is required for the designated classification of data. In
the
Procedure for Policy Exception Handling should be followed. This process
allows for a more formalized tracking and approval of security risks across the
University.
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This Guideline reflects a common set of controls that are appropriate across the entire
University. It is important to note that additional or more specific security controls may be
required based on individual business requirements (e.g. contractual and/or regulatory
obligations). Many Industry business practices and regulatory requirements have been
considered in the development of this Guideline; however, it may not be comprehensive in
certain situations. Business units should consider mapping contractual and/or regulatory
obligations to this Guideline to ensure there are no gaps in their own controls.

Electronic Access Controls
The following tables define baseline security controls for authentication, authorization and
auditing of electronic access to Institutional Data and/or Information Systems that store, process
or transmit Institutional Data. Controls in this section apply to user access as well as system
and/or service access.
Authentication
ID Control

Public

Private

Restricted

EA- Electronic access to Institutional Data
Optional for READ access Required
1 and/or Information Systems is uniquely to data. Required for all
associated with an individual or system other access.

Required

EA- Electronic access to Institutional Data
2 and/or Information Systems is
authenticated

Optional for READ access Required
to data. Required for all
other access.

Required

EA- Electronic access to Institutional Data
3 and/or Information Systems is
authenticated using multi- factor
authentication

Optional

EA- Electronic access to Institutional Data
4 and/or Information Systems that
traverses the Internet is authenticated
using multi-factor authentication

Optional for READ access Recommended Required
to data. Recommended
for all other access.

Recommended Recommended

EA- Electronic access to Institutional Data
Optional for READ access Recommended Required
5 and/or Information Systems is
to data. Recommended
authenticated after a period of inactivity for all other access.
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EA- Where username and passphrase
Recommended
6 authentication is employed, passphrases
are managed according to the
Guidelines for Passphrase Management.

Recommended Required

Authorization
ID

Control

Public

Private

EA- Electronic access to Institutional Data
Optional for READ access. Required
7 and/or Information Systems is authorized by Required for all other
a Data Steward or a delegate prior to
access.
provisioning
EA- Electronic access to Institutional Data
8 and/or Information Systems is authorized
based on a business need

Restricted
Required

Optional for READ access. Recommended Required
Recommended for all
other access.

EA- Electronic access to Institutional Data
Optional for READ access. Recommended Required
9 and/or Information Systems is based on the Recommended for all
principle of least privilege
other access.
EA- Electronic access to Institutional Data is
10 reviewed and reauthorized by a Data
Steward or a delegate on a periodic basis

Optional for READ access. Recommended Required
Recommended for all
other access.

EA- Electronic access is promptly revoked when Optional for READ access. Required
11 it is no longer necessary to perform
Required for all other
authorized job responsibilities
access.

Required

Access Logging
ID Control

Public

Private

Restricted

EA- Successful attempts to Optional for READ
Optional for READ
Optional for READ
12 access Institutional Data access. Recommended access. Recommended access. Recommended
in electronic form are
for all other access.
for all other access.
for all other access.
logged *
EA- Failed attempts to
Optional for READ
Optional for READ
Required
13 access Institutional Data access. Recommended access. Recommended
in electronic form are
for all other access.
for all other access.
logged *
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EA- Changes in access to
14 Institutional Data in
electronic form are
logged *

Required

Required

Required

EA- Electronic access logs
15 are reviewed on a
periodic basis for
security events *

Recommended

Recommended

Required

EA- Electronic access logs
16 are protected against
tampering *

Required

Required

Required

Supplemental Guidance
EA-12 thru EA-16: Auditing access to Institutional Data occurs at various levels. As a result,
similar requirements exist in the Application Security and the Information Systems Security
sections. In some situations, the same set of controls may fulfill all three sets of
requirements. For example, EA-12 is similar to AS-14 and IS-16. While all three deal with
logging of successful access attempts, each deals with a unique type of access. The Electronic
Access Controls section deals with direct access to Institutional Data. It is also important to
note that audit logs should be classified and protected just like any other data set. The type of
data that exists in a log will help determine the appropriate classification for that log. For
example, if a log file contains passphrases, security controls should be implemented consistent
with the Restricted classification since Appendix A of the Guidelines for Data Classification
defines Authentication Verifiers as Restricted information.

Encryption
The following tables define baseline encryption and key management controls for protecting
Institutional Data.
Encryption
ID

Control

Public

Private

Restricted

EN- Institutional Data transmitted over a network connection Optional Recommended Required
1 is encrypted
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EN- Institutional Data stored on Electronic Media is
2 encrypted

Optional Recommended Recommended

EN- Data stored on removable Electronic Media is encrypted Optional Recommended Required
3
EN- Data stored on a mobile computing device is encrypted
4

Optional Recommended Required

EN- Remote administration of an Information System is
5 performed over an encrypted network connection

Required Required

Required

Key Management
ID

Control

Public

Private Restricted

EN-6 Industry accepted algorithms are used where encryption
and/or digital signing are employed

Recommended Required Required

EN-7 Key sizes of 128-bits or greater are used where symmetric
key encryption is employed *

Recommended Required Required

EN-8 Key sizes of 1024-bit or greater are used where asymmetric
key encryption is employed *

Recommended Required Required

EN-9 Keys are changed periodically where encryption is employed Recommended Required Required
EN- Keys are revoked and/or deleted when they are no longer
10 needed to perform a business function

Recommended Required Required

Supplemental Guidance
ES-7 and ES-8: These controls establish baseline key sizes for symmetric key encryption (e.g. AES and
3DES) and asymmetric encryption (e.g. RSA and Diffie-Hellman). However, industry trends illustrate a
gradual movement toward larger key sizes. For example, the National Institute of Standards and
Technology now requires 256-bit and 2048-bit keys for certain aspects of personal identity verification
when dealing with federal information systems (see Special Publication 800-78). Data Custodians should
evaluate any contractual obligations that might exist when selecting an appropriate key size.

Media Sanitization and Disposal
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Media sanitization is a process by which data is irreversibly removed from media or the media is
permanently destroyed. The following table defines baseline controls for sanitization and
disposal of media that records and/or stores Institutional Data.
ID
ME1
ME2
ME3

Control

Public

Private

Electronic Media is sanitized prior to reuse *

Recommended Required

Restricted
Required

Electronic Media is destroyed prior to disposal Recommended Required
Required
*
Paper-based and/or written Media is destroyed
Optional
Recommended Required
prior to disposal *

Supplemental Guidance
ME-1: A single pass overwrite of magnetic or solid state media is recommended. While multiple
overwrites can be performed, this does not provide any additional assurance that data has been
irreversibly removed (see the National Institute for Standards and Technology Special
Publication 800-88). It is important to note that a range of factors can impact the effectiveness
and completeness of an overwrite operation. For example, some software may not be able to
access all data on a hard drive, such as reallocated sectors resulting from a drive fault. Reuse of
electronic media outside of the organization is not recommended unless sanitization can be fully
validated. If available, a firmware-based Secure Erase is recommended over a software-based
overwrite. In situations where a third-party warranty or repair contract prohibits sanitization, a
confidentiality and non-disclosure agreement should be put in place prior to making the
electronic media available to the third-party.
ME-2: Media destruction should be performed in a manner that is consistent with techniques
recommended by the National Institute of Standards and Technology (see Appendix A: of
Special Publication 800-88). Shredding and incineration are effective destruction techniques for
most types of electronic media. The Office of Information Security recommends destroying
electronic media. In situations where a third-party warranty or repair contract prohibits
destruction, a confidentiality and non-disclosure agreement should be put in place prior to
making the Electronic Media available to the third-party.
ME-3: Common techniques for destroying Institutional Data in written or printed form include
cross shredding or incineration. In situations where cross shredding or incineration are either not
feasible or impractical, use of a third-party data destruction service may be appropriate.
Reasonable effort should be made to track and inventory data sent to a third-party for destruction
and evidence of destruction should be retained (e.g. Certificate of Destruction). In situations
where documents are destroyed in large quantities or are collected and sent to a third-party for
destruction, a secure trash receptacle should be leveraged to mitigate the risk of unauthorized
access during the collection period. A confidentiality and non-disclosure agreement should also
be put in place prior to sending any data to a third-party.
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Network Security
The following table defines baseline network security controls for University owned and/or
operated networks that transmit Institutional Data. For the purpose of this Guideline, network
devices are considered Information Systems and, as a result, appropriate Information Systems
Security controls should be implemented to protect these devices.
ID
NS1
NS2
NS3

NS4

NS5
NS6
NS7
NS8
NS9
NS10
NS11

Control
Networks that transmit Institutional Data
are segmented according to access profile *
Access to a network that transmits
Institutional Data is authenticated
Controls are in place to prevent
unauthorized inbound access to a network
that transmits Institutional Data (e.g.
firewalls, proxies, access control lists, etc.)
Controls are in place to prevent
unauthorized outbound access from a
network that transmits Institutional Data
(e.g. firewalls, proxies, access control lists,
etc.)
Changes to network access controls follow
a documented change procedure
Network access controls are reviewed on a
periodic basis for appropriateness
Controls are in place to protect the integrity
of Institutional Data transmitted over a
network connection *
Network based intrusion detection and/or
prevention technology is deployed and
monitored
Network devices are configured to protect
against network-based attacks *
Successful attempts to establish a network
connection are logged
Failed attempts to establish a network
connection are logged

Public
Private
Restricted
Recommended Recommended Required
Optional

Recommended Recommended

Recommended Required

Required

Recommended Recommended Required

Recommended Recommended Required
Recommended Recommended Required
Optional

Recommended Required

Recommended Recommended Required

Recommended Required

Required

Required

Required

Required

Required

Required

Required

Supplemental Guidance
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NS-1: Network segmentation is a complex topic and strategies will vary depending on the
circumstances of a given scenario. It may be appropriate to segment a network based on access
profiles. For example, a database server that requires no direct user access could be placed on a
network with more restrictive access controls than a web server that requires direct user access. It
may also be appropriate to segment a network based on the type of data residing on that network.
For example, a collection of servers that store Restricted data could be placed on a network with
more restrictive controls than a collection of servers that store Public data. Available financial
resources will also likely play a role in the decision making process.
NS-7: Integrity related security controls should be implemented to protect Institutional Data
from unauthorized modification during transmission over a network. Message signing is one of
the more common methods of ensuring the integrity of a data transmission. Message signing
often goes hand-in-hand with encryption controls. For example, both the Transport Layer
encryption.
NS-9: Network devices should be configured to protect against denial of service, eavesdropping,
impersonation and other network based attacks. ARP spoofing and MAC flooding are two
examples of such attacks. Network devices can be configured in a variety of ways to protect
against these attacks. For example, on a Cisco network device, DHCP snooping and dynamic
ARP inspection can be configured to help prevent ARP spoofing attacks and port security can be
enabled to help prevent MAC flooding.

Physical Security
The following table defines baseline physical security controls for protecting Institutional Data.
Physical Access Control
ID Control

Public

Physical access to Institutional Data and/or Information
PSSystems is authorized by an appropriate Data Steward Required
1
or a delegate prior to provisioning *
PS- Physical access to information systems that store,
2 process or transmit Institutional Data is secured in a
manner that prevents unauthorized access

Private

Restricted

Required

Required

Recommended Recommended Required

Physical access to Institutional Data in written or paper
PSform is secured in a manner that prevents unauthorized Optional
3
access *

Recommended Required
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Datacenter Security
ID Control

Public

Private Restricted

PS- Procedures for obtaining physical access to datacenter facilities are Required Required Required
4 formally documented and followed
PS- Physical access to datacenter facilities is logged and monitored
5

Required Required Required

PS- Physical access to datacenter facilities is reviewed and reauthorized Required Required Required
6 by a Data Steward or delegate on a periodic basis
PS- Physical access to datacenter facilities is promptly revoked when it is Required Required Required
7 no longer necessary to perform authorized job responsibilities

Supplemental Guidance
PS-1: In addition to authorizing access to users of Institutional Data and/or Information Systems,
physical access of janitorial, maintenance, police and delivery/courier personnel should also be
authorized by an appropriate Data Steward or delegate.
PS-3: Institutional Data in printed or written form includes, but is not limited to, hard copies of
electronic documents, hand written documents or notes and writing on a whiteboard. Physical
access to workspaces, printers, fax machines and trash receptacles should all be taken into
consideration. Common techniques for securing physical access include storing data in a locked
office or a locked filing cabinet, installing whiteboards in a manner that obscures visual
inspection from outside an office or laboratory and shredding documents prior to disposal. In
certain situations, it may also be appropriate to procure dedicated printers and fax machines for
processing sensitive data.

Additional Information
If you have any questions or comments related to these Guidelines, please send email to the
Office of Information Security at matthew.langford@unco.edu.

Additional information can also be found using the following resources:
Guidelines for Appropriate Use of Administrator Access
Policy for Data Classification
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Guidelines for Passphrase Management
Information Security Plan, Article 9
Information Security Roles and Responsibilities
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