Overview of the File Vault Program from Apple:
http://www.apple.com/macosx/features/filevault/

In the Dock menu, click the System Preference Icon. It is the Icon that looks like a metal
plate with a switch on left side and picture of the Apple Logo on the right.

System Dock:

In the System Preferences Window, select the Security Icon under the Personal Options.
It is the icon which looks like a house with a combination lock.

System Preferences:
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http://www.apple.com/macosx/features/filevault/

This is the Security Preference Pane. The first thing you should do is set the Master

Password.

Security Preference Pane:
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FileVault

FileVault secures your home folder by encrypting its contents. It automatically
encrypts and decrypts your files while you're using them.

WARMING: Your files will be encrypted using your login password. If you forget your
login password and you don’t know the master password, your data will be lost.

A master password is set for this computer. e
P P Change...

This is a "safety net” password. It lets you unlock any
FileVault account on this computer.

FileVault protection is off for this account. -
P L Turn On FileVault...

Turning on FileWault may take a while.

" Require password to wake this computer from sleep or screen saver

For all accounts on this computer:

| Disable automatic login

" Require password to unlock each secure system preference
= Log out after &0 . minutes of inactivity

! Use secure virtual memory

I Disable remote control infrared receiver

This computer will work with any

; Unpair
available remote.
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H—% Click the lock to prevent further changes.
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Setting Master Password:

Change Master Password

Current Mzster Password:

Mew Mzster Password:

Verify:

Hint:

@ {Cancel) ( OK )

To utilize File Vault for the User, select the “Turn On FileVault” button located below
the “Change” button for the Master Password.
User Password: (Enter password of user logged into system)

Security

: FileVault requires that you type the password
1 @ - for this user account.

d ° " Password: |

e f: Cancel ) li OK :1 -n""“”'
A master password is set for this computer. ( Chanae }
This is a "safety net” password. It lets you unlock any 9¢e...

FileVault account on this computer.

FileVault protection is off for this account.

Turn On FileVault...
Turning on FileVault may take a while. ( )




File Vault Activation:

You are now ready to turn on FileVault protection.

@ WARNING: Your files will be encrypted using your login password.
If you forget your login password and you don't know the master
password, your information will be lost

Once you turn on FileVault, you will be logged out and FileVault will encrypt your
entira home folder. Depending on how muca infoermarion you have, this could take
a whle. ¥au will nat be able to log in or use this computer unti the initial setup is
completed.

You can't log in to this account from another computer to use it for Windows file
or printer sharing.
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[ ] Use secure erase [ Cancel ) | Turn On FileVault

Steps that happen after Turn on File Vault:
1. User gets logged out.
2. System proceeds to encrypt user’s home folder.
3. User is then allowed to log in.

Recent Articles regarding Apple File Vault:
1. http://www.securityfocus.com/columnists/393
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