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A Guide on FERPA and Confidentiality
Student employees, like faculty and staff, may have access to student records or other personally identifiable information. Release of this information is protected by FERPA (Family Educational Rights and Privacy Act of 1974) and includes all formats including print, electronic, and personal conversations. Student employees need to be trained on FERPA and sign a statement of FERPA understanding.
Campus units may have additional policies regarding confidentiality. For example, student employees who have access to private health information (such as Student Health Center employees) are also required to follow HIPAA guidelines. In addition to FERPA, supervisors need to ensure that student employees are aware of their unit’s policies concerning confidentiality.
The best practice for student employees is simply not to share information about others learned through work assignments unless they have permission to do so.
Refer to the UNC Registrar’s FERPA page for more information about what kind of information is covered by FERPA. 
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