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Once @Bear, Always @Bear

Information Technology and the UNC
Foundation are proud to announce a
new email service for UNC’s Fall 2009
graduating students and beyond. Ef-
fective December 2009, graduating
UNC students @bears.unco.edu email
accounts will be automatically mi-
grated to @bearsalumni.unco.edu. This
email account can be used for the life
of the agreement with Microsoft. Most
importantly, email sent to the
@bears.unco.edu address will auto-

GIS at UNC

Did you know that UNC maintains a
university wide site license for ESRI
Geographic Information Systems
(GIS) software (www.esri.com)? A
GIS uses geographical features and
associated tabular data to assess, map,
analyze, and model a wide range of
real-world problems. Applications for
GIS exist in nearly all fields in the
physical and social sciences. Gradu-
ates with GIS experience have a clear
advantage in today’s tight job mar-
ket. Geospatial technologies (of
which GIS is a part) is part of the U.S.
Department of Labor’s High Growth
Job Training Initiative ESRI’s Ar-
cGlISsoftware (and associated prod-
ucts) is the world’s premier GIS soft-
ware in use today. UNC'’s site li-
cense allows ArcGISto be installed
on any UNC PC (sorry no MAC ver-
sion is available) on campus for edu-

matically be forwarded to the
@bearsalumni.unco.edu. The reply to
address for Fall 2009 alumni will be

(@bearsalumni.unco.edu. This continu-

ing email service will provide UNC
faculty, staff, and students with the
ability to remain in contact with their
follow UNC Bears, and assist with the
development of an electronic commu-
nity with their alma mater.

cational use. In the private sector this
software can cost over $3,000 (for
installation on only one PC!). Fac-
ulty/staff can also install the software
on their personal machines (for non-
commercial use). Any current UNC
student can also request a 1 year time-
out version of ArcGlSfree of

charge. Faculty/staft/students may
also obtain free on-line training from
the ESRI Campus (see http://
training.esri.com). Over 100 Self-
Study courses (also called Virtual
Campus) are available for free to
UNC faculty, staff, and students. For
more information on UNC’s site li-
cense go to: http://
geography.unco.edu/esrisitelicense.
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Information Technology has published
an annual report for FY 08-09. The
report is meant to provide information
about Information Technology’s activi-
ties that took place in FY 08-09.
Within the report there are details on
Information Technology’s strategic
plan (which was guided by the univer-
sity’s academic plan) and completed
projects for the fiscal year that support
each goal. Also, find articles highlight-
ing the new technologies that have
been implemented. These articles de-
scribe what the technologies are, how
they are used, and how they benefit the
campus. Lastly, the annual report illus-
trates, with helpful graphs, Information
Technology’s funding and expense
sources, BearLogic’s (UNC’s technol-
ogy retail store) revenues and expenses,
received Technical Support Center
(TSC) calls by category of support, a
break-down of most frequently used
applications (Word, Excel, SAS, SPSS,
etc.) used in the computer labs, and
much more! Please check Information
Technology’s annual report at

and find out how
IT has been benefiting the campus over
the past fiscal year.
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UNCOGs Learning Ma-Blacgbearde nt Syst em

This fall, a task force was formed by Management System Advisory Group  fIUNC Test Environment and Proce-
Information Technology and the Office (LMSAG). The complete recommen-  duresO section of the task force recom-
of Continuing Education and Academic dation is located at http:// mendations. Other deliverables from
Outreach in order to better address the ~ www.unco.edu/blackboard/ the task force include learning manage-

university’s needs concerning the taskforce.html. The key recommenda- ment best practices, faculty survey and
Blackboard learning management sys-  tion by the task force is to upgrade the  feedback, purpose/use/benefit of an
tem. The Faculty Review Task Force  current version of Blackboard to the LMS, and the new campus support
was comprised of faculty from each newest release. The upgrade was ap-  model for Blackboard. Additional in-
college on campus and produced a for- proved by the advisory group and will ~ formation will be available on the In-
mal recommendation to the Learning follow the process outlined in the formation Technology website.

Banner 8

The newest version of Banner is com- has been developed, and released to  you have any questions regarding the
ing soon to the UNC campus! Banner the testing community as of October  new version, please contact us at Ban-
8 is the upgraded version of the cur- ~ 27™, 2009. The test environment (or  ner8.feedback@unco.edu For more

rent Banner system that is in use at pilot group) consisted of volunteers information on Ursa, please visit
UNC. Information Technology has from the functional units to test soft-  www.unco.edu/aboutursa.

been working with functional units ware used in the current system as
such as the Registrar’s Office, Admis- well as new features delivered with
sions, Human Resources, Payroll, Fi- Banner 8. Another goal is to deter-
nance, Accounts Receivable, and Fi-  mine the impact across all Banner sub
nancial Aid. IT has worked with de-  systems. For example, how will it
partments on campus to identify Feb- impact other systems such as Resi-
ruary 2010 as the most appropriate dence Life, Dining, etc? SungardHE
time to go live with the Banner 8 ver- will no longer support Banner version
sion. A Banner § “Test Environment” Banner 7.x after April 30, 2011. If

Did You Know? Information Technology averages around 600 authenticated users a day on UNC’s wireless internet

network. Authenticated users are identified as wireless devices that have actually logged onto the network. Associated
users are defined as wireless devices on campus but have not logged onto the network.
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More Smart Classrooms Being Added

Information Technology is equipping more classrooms with Smart Class-
room technology. There are thirty-one classrooms that are being completed
this fall semester and through spring semester 2010. There are also eight
more Smart Classrooms that are scheduled for a “refresh” around the same
time. A “refresh” replaces the equipment in a Smart Classroom with new
equipment, to ensure optimal technological efficiency and to maintain a
standard design. The two main types of Smart Classrooms are Projector
classrooms and High Tech classrooms. Projector classrooms have projec-
tors, wall interfaces, and some have speakers. Professors provide their own
devices (laptops, DVD and VHS players) and cables to connect to the wall
interface (cables are available for no charge to faculty at Bear Logic). High
Tech Classrooms have podiums, laptops, doc cameras, and DVD players in
each room. These devices are all hooked into a switching touch pad that
controls everything. For more info on smart classrooms, visit htt
www.unco.edu/it/smartclassr artclassrooms.html.

FY10 Classroom Project

Building Room# Proposed Room Type Capacity Estimated Current
Completion Classroom Type

Candelaria 0065 Hi-Tech Classroom Winter 2009 Projector

Candelaria 0260 Hi-Tech Classroom Winter 2009 Projector

Candelaria 0315 Hi-Tech Classroom Summer 2010 No Technology
Candelaria 1100 Projector Winter 2009 No Technology
Candelaria 2055 Hi-Tech Classroom Winter 2009 Projector

Candelaria 2260 Projector Winter 2009 No Technology
Candelaria 2280 Projector Winter 2009 No Technology
Candelaria 2345 Projector Winter 2009 No Technology
Candelaria 2395 Projector Winter 2009 No Technology
Crabbe 0102 Smart Cart Classroom Fall 2009 No Technology
Crabbe 0106 Projector Spring 2010 No Technology
Frasier 0126 Projector Spring 2010 No Technology
Frasier 0168 Projector Spring 2010 No Technology
Frasier 0169 Projector Spring 2010 No Technology
Guggenheim 0002 Projector Spring 2010 No Technology
McKee 0135 Hi-Tech Classroom Summer 2010 No Technology

McKee 0136 Projector Spring 2010 No Technology
McKee 0139 Projector Spring 2010 No Technology

McKee 0141 Projector Spring 2010 No Technology
McKee 0145 Hi-Tech Classroom Summer 2010 No Technology
McKee 0146 Hi-Tech Classroom Summer 2010 Projector
McKee 0221 Projector Summer 2010 No Technology
McKee 0253 Projector Spring 2010 No Technology
McKee 0254 Projector Spring 2010 No Technology
Michener LO074 Projector Spring 2010 No Technology
Ross Hall 1380 Hi-Tech Classroom Rolling Podium Spring 2010 Projector
Ross Hall 2090 Hi-Tech Classroom Summer 2010  Projector
Ross Hall 2380 Hi-Tech Classroom Rolling Podium Spring 2010 Projector
Ross Hall 2655 Projector Spring 2010 No Technology
Ross Hall 3220 Hi-Tech Classroom Rolling Podium Spring 2010 Projector

Ross Hall 3650 Projector Spring 2010 No Technology

Projector -

Projector Classrooms have
projectors, wall interfaces,
and some have speakers. Pro-
fessors provide their own de-
vices (laptops, DVD and VHS
players) and cables for hook-
ups to the wall interface.

High-Tech -

High Tech Classrooms have
podiums, laptops, document
cameras, and DVD players
in each room. These de-
vices are all hooked into a
switching touchpad that
controls everything.

Smart Cart -

Smart Cart Classrooms are
equipped with a rolling cart
that has a 52” LCD TV
monitor, a VCR-DVD
player, and a laptop com-
puter.
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Student Access Computer Refresh (Lab Refresh)

Exam Scanning
Survey

Are you interested in tak-
ing a survey to help IT

better accommodate your

exam scanning needs? Go

Since the specialized labs had previously
not been part of the program, a detailed

The student access computer refresh pro-
gram replaces computers in open com-
puter labs, classrooms, and specialized
computer labs (new this year) every four
years. Funded by the technology fee,
each year approximately 350 computers

inventory still needs to be taken. The
installations will begin during spring
break and be completed during the sum-
mer.

are installed to ensure that students have
access to the latest hardware and soft-

ware. The locations receiving new com-
puters this year is still being determined.

Academic Co

Information Technology is beginning
the fourth year of the Academic Com-
puter Refresh Program (ACRP). The
purpose of the ACRP is to ensure that
all fulltime faculty and staff within
each college are equipped with a com-
puter that is less than five years old.
Starting in December, approximately
one quarter of all computers assigned
to fulltime faculty and academic staff is
refreshed. Historically computers re-
freshed were determined by the age of
computer regardless of who they were
assigned to. Due to recent improve-
ments with the centrally managed asset
management database, refresh deci-
sions will be based off of the computers
that are assigned to each fulltime fac-
ulty and staff member within each col-
lege. A list of fulltime faculty and staff
members will be provided to college
Deans or their delegates to verify that
all fulltime faculty and staff are identi-
fied. After the list is approved, Infor-
mation Technology will compile a re-
fresh list based off of the newest com-
puter assigned to each fulltime faculty

mputer Refr

and staff member within each college.
All computers on the list purchased
prior to Fiscal Year 2007 will be se-
lected for refresh this year. Informa-
tion Technology will email all faculty
and staff on the list and survey them to
identify a computer which best fits
their needs based off the selected stan-
dard hardware configurations.

The Standard Computer Hardware
Configurations are selected annually by
a committee consisting of representa-
tives from Information Technology,
NHS, HHS, MCB, PV A, University
Libraries, UNC Foundation, Auxiliary
Support and The Office of Academic
Affairs. The goal of the committee is
to select a computer configuration
which meets the needs of faculty and
staff while remaining fiscally responsi-
ble. The standard configurations this
year feature upgraded memory and
hard drive storage space. Monitors will
be excluded from all Windows based
desktop computers. Information Tech-
nology conducted research and found
that based off of an average usage of 8

to to
take the survey!

esh Program

hours per day, a standard LCD flat-
panel monitor should last 10 to 15
years. Follow this link http://
www.unco.edu/bearlogic/PDFs/

Computer Refresh FY10.pdf to a web-
site outlining this year’s standard con-
figurations. If a faculty or staff mem-
ber deemed for computer refresh feels
that the standard configuration does not
meet their needs, they will work with
Information Technology technicians to
design a system that meets their special
requirements and also remains fiscally
responsible. The cost of any upgrades
to computers will be the responsibility
of the department.

Once a computer has been refreshed,
Information Technology will work with
each college to reassign the computer
to any part time faculty, graduate assis-
tant, or student employee. This allows
the oldest computers within a college to
be replaced with four-year-old trickle-
down computers.
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Secure Meeting Feature in SSVPN

With the “Meeting” feature in SSL
-VPN it is even easier to commu-
nicate with colleagues around
campus, or around the world. SSL
-VPN is a secure webpage that
allows you to access UNC’s net-
work. You can access many of
UNC’s network resources from
here, such as OWA, Grader, Ursa,
BearDrive, and more. Now, you
can also conduct secure meetings
as easy as a few clicks of a button.
After going to the website, https://
remote.unco.edu, logging in with
your PDID (first.lastname), you
will then be taken to the “Home”
screen. Once there, you will see a
“Meeting” Icon in the upper right-

hand corner. Within the
“Meeting” tab, fill out the appro-
priate fields in order to organize,
schedule, and invite others to your
meeting. The invitations will go
out to invitees as an email. Within
that email will be a link to the
meeting and the password for the
meeting. One unique feature can
be accessed once the meeting is in
progress. The “Take Control”
icon allows the administrator of
the meeting to control the desktop
(with invitee’s permission) of one
of the invitees’ computer. The
administrator will literally have
control of the curser and can run
the computer as if they were sit-

ting at the desk with the person.
The invitees screen will appear as
another window on the adminis-
trator’s screen. This is an extraor-
dinary resource for those who
would like to conduct training
with someone across campus, or
across the globe. This is a safe,
private, and encrypted way to
have meetings with others over
your Virtual Private Network.

| E

Home  Maetings  Preferences Sign Cut

Click this icon to access the
"Secure Meeting Feature”

Blackboard has a New Feature Called File Bridge

Blackboard now has a File Bridge
that enables instructors using the
Blackboard system to take advan-
tage of features within their
BearDrive accounts, providing
greater convenience.

File Bridge allows students and
instructors to quickly access their
BearDrive data from Blackboard
without requiring a second login.
Any resource file that an instructor
has access to within BearDrive can
be made accessible to students in

UNC’s Intrusion Preven-
tion System blocks hun-
dreds of attacks to the net-
work each day.

your Blackboard course site, with-

for those who use BearDrive and

out requiring you to copy and then Blackboard, to now combine their

re-upload that resource into the
Blackboard system, or without
having to change file permissions
in BearDrive. For instructions on
how to use this new feature please
follow this link www.unco.edu/it/
supportu.htm and search
“beardrive and blackboard”. A
link to a pdf document will come
up, just click on it and follow the
steps. File Bridge is a great tool

resources and use them together!

[C13885: HTTR PHP File Include Exploit
M4807: HTTR PHP File Include Exploit
C4114: SMTP: uuencoded Attachment
Bl4212: HTTP: PHP File Include Yulnerability
[J4417: HTTP PHP File Include Yulnerability

B 3798: HTTR SOL Injection (Eoolean ldentity)
E3802: HTTE SOL Injection (DROP/ CREATE
M 0560: DNS: Version Request (UDP)

[I3630: HTTP: SOL Injection Boolean ldentity)
W3174: HTTR phpEE URLDecode YVulnerability
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Virtual Servers Saving Real Dollars and Saving the Environment

In this recent economic downturn it
is comforting to know that UNC IT
is taking actions to save on costs
associated with providing comput-
ing services and taking into account
the sustainability of campus. A new
innovative technology has been im-
plemented in UNC’s primary data-
center; servers are being virtualized.
Simply put, virtualization is the con-
densing of a bunch of hardware that
makes up a normal server into a
smaller version by using software.

With virtual servers, the amount of
hardware that was used for one
server now can hold approximately
15 virtual servers. The transition to
the virtual servers is a very discreet
process. In fact, 85% of all of the
campus servers were virtualized as
of June 2009. This initiative is sav-
ing UNC money on utilities, as well
as on server infrastructure costs (or
buying and updating hardware), as
much of the hardware is being
eliminated. Virtual servers are a

way of running campus technology
more efficiently and cost effec-
tively. Below is a graph that illus-
trates how virtual servers are saving
on energy consumption.

Labstats Website Helps Guide Spring Report on Lab and Classroom

Computer Utilization

Labstats is a new website available at
http://labstats.unco.edu:8080 that il-
lustrates the utilization of computer

labs around campus. This website is
a valuable tool for anyone who is in-
terested in whether or not there are
available computers in a particular
lab. With this resource, a student,
staff or faculty member, can visit this
site and view each lab (through a vir-
tualized map) and see a layout of the
lab with each computer in its respec-
tive spot. Each computer is color
coded on the map to indicate whether

the computer is being used, available,
or out of order. Using this website
will be an invaluable way for anyone
desiring to visit a lab on campus to
see whether there are computers
available before traveling from their
house, office, or the opposite side of
campus. These stats are also utilized
by the Information Technology de-
partment to determine the future look
of these labs. The data provided by
Labstats can be broken down by lab
over the span of a day, week, or
month. This data has been compiled

Lab Usage: Library Reference South [custom: 4609 - 4/1009)

as
- I
rex 07 rpx o2 apx 09 apx 10
[ Tovar B in Use

into a report to drive decisions. Deci-
sions about whether these labs have
the right technology, too few com-
puters, are in the right location, and
whether they are accessible at the
right times. To view this report,
please visit http://www.unco.edu/it/

aboutus/
spring09computerusage3.pdf. Below

is an example of what one lab’s stats
look like (Library Reference South
from 4/6/09 - 4/10/09).
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Follow Information Technology on Blogger, Facebook, and Twitter!

There are a few new sources available to keep you up-to-date with what is going on in Information
Technology! In addition to the newsletter, IT is now communicating through Facebook, Twitter, and
Blogger. All of these avenues are designed to keep the campus community informed of current and
future Information Technology initiatives. The main news articles will be contained on the Blogger
blog page, with Facebook and Twitter meant to remind and direct individuals to the blog. To learn
more about the new ways Information Technology is reaching out to campus on Facebook, Twitter,
or Blogger, please follow the helpful guide below.

Blogger . . .
8 Blogg — www.itblogatunc.blogspot.com Blogs are updated every Monday pertaining to cur-

rent and future Information Technology initiatives. Please comment on what you think of the current

blog or the blogs in general; did they help, were they informative, were they easy to read? An account
is not needed to access the blog, just visit the website above and read away!

facebook — Search for the UNCIT group at www.facebook.com. Read teasers that point to the
blog, leave comments on the wall, or comment on the discussion board about the most recent topic
(What do you think of SSL-VPN for example). There is also a student Facebook group where stu-
dents can talk about what they think about issues concerning technology on campus. This group is
called UNCIT Student. A Facebook account is needed to access these groups.

— Search Chriscobb33at www.twitter.com. The Twitter alerts (tweets) are sent when a
new blog is posted with a sample of that week’s subject. Simply click “Follow”. Alerts can be sent to
a cell phone as a feature that is also available. A Twitter account is needed to access the Twitter page.

I'T Mission Statement: Information Technology supports faculty, staff, students, and administrative depart-
ments in their use of information technology to successfully achieve their assigned missions. This is accom-
plished through their application of technical expertise, consulting, and training; to maintain and enhance the
network, telecommunications, and computing infrastructure of the university.

You Can Call on the Technical Support Center...Anytime: As a reminder, the Technical Support Center has
technical service representatives available 24 hours a day, 7 days a week, and 365days a year to answer your
questions and help solve your technical problems by calling 351-4357(HELP).

Newsletter Suggestions Welcome! The editors of this newsletter are very interested in the newsletter’s effec-
tiveness to inform the campus community about IT. Please let us know if you enjoyed the content and layout
of the IT newsletter. All suggestions to make this publication the best it can be are welcome. Please contact
Chris Cobb (IT’s Graduate Assistant) at Christopher.cobb@unco.edu, to make comments and suggestions.
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