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New Employee System Training

Welcome to the University of Northern Colorado
As a new employee at UNC, you are receiving this document for reference material to get you orientated to the use of our systems on campus.  UNC purchased an Enterprise Resource Planning System (ERP) called Banner from SunGard SCT.  It began a phased implementation in January 2005 and although all areas are implemented we continue to change and upgrade the system.

UNC uses a web portal called Ursa for accessing e-mail, self-service, Banner and many other things on campus.

If you have any questions after you review this document, you may contact our Business System Trainer for a one-on-one training session.
Krystal Dilka

Business System Trainer/Coordinator

Campus Box 44

Carter Hall 2004

351-2483

Prepared by Krystal Dilka

October 2007
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Bear Number

Your Bear Number is a permanent, unique number that identifies you as a member of the University of Northern Colorado community.  It is used to identify you in University computer systems.  Your Bear Number never changes and is never reused.  Your bear number in combination with your name is considered Personally Identifying Information (PII) and should be kept secure.
If you do not know your Bear Number or forget it, you may find that information by clicking on the link in Ursa (below) and supplying your SSN and birth date. 
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Ursa
Ursa is the online access point (web portal) to UNC’s new integrated system (Banner). The acronym for “university resource for systems access” and Latin for “bear”—Ursa offers secure, real-time online access to tools and information for faculty, staff and students.
Some of the things you can access from Ursa:

http://ursa.unco.edu/cp/home/loginf
· Internet Native Banner (INB)

· Campus Announcements

· Class Schedule/Registration, Course Descriptions

· Course Tools

· Email

· News and Events

· Self Service

· View and update address and phone information

· Student and Financial Aid information

· Time sheets, leave report, pay and benefit information

· Resources tab for many other links and help sheets

Some of the things you can access from the “About Ursa” webpage:

http://www.unco.edu/aboutursa/
· Name Change forms

· Social Security Change forms

· Security forms to Banner modules

· Banner help sheets

· Data Standards Manual

· Vendor Create Forms

· Creating Class Roster information
· Submitting Grades information
· Advising and Program Planning (CAPP) instructions
You can customize your Ursa page by following instructions on the Ursa “My Tab” page.  This will allow you the ability to add, change and modify items to fit your needs.

Banner

Banner is software developed by SunGard SCT Higher Education that processes, stores, retrieves and reports information from one integrated set of data. Banner integrates student, financial, human resources and financial aid information in a single database that allows real-time, online access. 
You may access Banner through your “Employee” tab in Ursa.  Although Banner is a single database, there are different modules for different functions (human resources, student, etc.) To help ensure the security of the underlying data, employees must fill out a Banner security form for each module of Banner.  Once you click on the Banner Production link you do not need to sign-on again because you are validated as the Ursa user.  Banner navigation training is available for new users.  Check out the CETL website for more information:

CETL Training Site  http://www.unco.edu/CETL/banner_ursa/banner.html
Security Form   http://www.unco.edu/aboutursa/resources.html
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Link to Banner Production

The above link will automatically sign you into Banner without the
Banner login and password. However, the first time and any time
changes you will be required to sync those passwords. You will re
indicating that your Banner System password has been changed:
the Luminis system. You will need to click the link ‘click Here to cof





Banner Log-In and Password User Responsibility

· Users are not to share access codes such as log-in and passwords with anyone.

· All users must understand that data security, electronic or otherwise, is every user’s responsibility. 
· Users are responsible for data elements that are accessed. 
· Users MUST protect all University data files from unauthorized use, disclosure, alteration, or destruction. 
· Users are responsible for the security, privacy, and control of data within their control.

· The user is responsible for all transactions occurring during the use of their log-in ID and password.

· Anyone found loaning or sharing their access codes, are subject to corrective and/or disciplinary action, up to and including termination.
Banner Self-Service

After you sign-in to Ursa, go to the “Employee” tab or the “My Tab” to find the Banner Self Service channel on this page.  You will click on the folders to open up the many options you can choose from.
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 It is here that you can do many things like viewing and updating information about yourself and accessing your pay stubs. 
See the help sheets for more instructions on retrieving pay information.

Hint:  Be sure to keep your address updated to ensure receiving your year-end W-2 wage information.

Data Standards

The Data Standards Manual was developed to regulate the protection, access, maintenance, and use of University data that is electronically maintained on the Banner system. This manual defines the responsibilities of users who input and access that data.

Divisions/departments may have individual requirements that supplement, but do not replace or supersede the requirements outlined in this manual.
The Standards outlined in this manual (see link below) are authoritative for the Banner System AND for all University Systems that interface with the institution’s Banner System.

Data Standards Manual   http://www.unco.edu/aboutursa/resources/Data_Standards.pdf
Purpose
The purpose of this document is to establish guidelines for:

· Stewardship for the University’s data and records maintained in the Banner Database

· Ensuring data integrity, consistency and completeness

· Providing appropriate security for personal information about staff and students

· Providing appropriate access to the Banner information system

· Ensuring that the interpretation of information is accurate and consistent within UNC

· Outlining the responsibilities of users of the information maintained in the database

Some examples of what you will find here include:

· Banner Validation tables 
· Data Stewards (who they are and their responsibility)
· Approved Abbreviations 

· Approved Punctuation

· Acceptable Documentation for adding new records

· Process to make changes in Banner

· Data Confidentiality

Insight
Insight is a new reporting tool in Ursa that faculty and staff can use to view an extensive menu of existing reports and create tailored reports using user-selected parameters. The reports can be used to make data-driven decisions about everything from academic planning and advising to budget analysis and financial forecasting. Reports are created from the Operation Data Store, which is an extension of the Banner environment. Some reports are created from data extracted nightly from Banner.  Other reports that is time-critical in nature access “live” or real-time data.  

Insight is accessed via the Employee tab in Ursa.
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You will need to log-in to Insight using your Ursa log-in and password.

Insight accesses student information, course information, financial aid data, accounts receivable information, athletics information, budget data and more to provide numerous existing reports as well as reports utilizing user-created parameters. 

You can attend a hands-on training for Insight through CETL, or watch the training videos on the “About Insight” webpage listed below.
Insight  http://www.unco.edu/aboutinsight/training/index.html
Protecting Data

Personally Identifiable information (PII)

Personally identifiable information on all constituents is made available to University employees for the sole and explicit purpose of allowing them to carry out their official

University functions. Any other use is prohibited. The same principles of confidentiality that apply to paper records also apply to electronic data.
 It is the responsibility of each school official to understand his or her legal responsibilities under the Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability Accountability Act (HIPAA), Student & Exchange Visitor System (SEVIS), and the Gramm-Leach Bliley Act (GLBA). Failure to adhere to privacy regulations can result in disciplinary action up to and including termination.
Some samples of PII data include:

· Social Security Numbers
· Bear number and name combination

· Credit Card information
· School records

· Health Information
FERPA
FERPA is the Family Education Rights and Privacy Act of 1974, also known as the Buckley Amendment.

It prevents the disclosure of PII data or educational records without consent or permitted exceptions.  
It applies to students who are or who have been in attendance at a post-secondary institution.

These right begin when a student is “in attendance” which is the first day of the term for which the student is officially registered for classes.

The Office of the Registrar administers FERPA for the University. General FERPA information can be found at

FERPA  http://www.unco.edu/regrec/FERPA/FERPA.htm
All employees are encouraged to take the FERPA test on the website!!
All other inquiries should be referred to:
Registrar’s Office

Carter Hall 3002

Greeley, CO 80639

Phone: (970) 351-2231

Fax: (970)351-1870

www.registrar.unco.edu
HIPAA

The Health Insurance Portability & Accountability Act of 1996 (HIPAA) requires all health care records and other individually identifiable health information (PROTECTED HEALTH INFORMATION) used or disclosed to us in any form, whether electronically, on paper, or orally, be kept confidential. This federal law gives the patient, significant new rights to understand and control how their health information is used. HIPAA provides penalties for covered entities that misuse personal health information.
If you work in an area that handles health information you will be required to complete a privacy policy orientation and training program which will become part of your personnel record.
See the link below for the full version of the HIPAA manual if this pertains to you.

HIPAA   http://www.unco.edu/ship/main/PDFs/HIPAA%20Policy.pdf
SEVIS

SEVIS (Student and Exchange Visitor Information System) is the data base of the U.S. Federal Government Department of Homeland Security that keeps records on students studying in the U.S.  Federal law requires that this database be supported by fees paid by students and exchange visitors.  Information on SEVIS and the fee can be found at SEVIS   SEVIS   www.ice.gov/sevis 

If you work in an area that handles Visiting or Exchange students, please refer to the links provided.
http://www.unco.edu/cie/docs/doc/GenInfo/pay_sevis_fee.doc
GLBA
The Financial Modernization Act of 1999, also known as the "Gramm-Leach-Bliley Act" or GLB Act, includes provisions to protect consumers’ personal financial information held by financial institutions. There are three principal parts to the privacy requirements: the Financial Privacy Rule, Safeguards Rule and pre-texting provisions.
If you work in an area that handles financial information like lending, collecting consumer debts or transferring and safeguarding money you should read more about GLBA from the link below:

http://www.ftc.gov/privacy/privacyinitiatives/financial_rule.html
Passwords

Passwords are an important form of protection used to ensure that the University’s information is stored and processed in a secure manner. Due to this, passwords must be defined and implemented in accordance with a minimum set of standards. This section establishes the rules by which passwords should be assigned and used on any computing resource belonging to the University

User Requirements 
• Users are responsible for all activity performed with their individual user-ID.

• Users are responsible for maintaining the security of their passwords. 

• Passwords should NEVER be shared, written down, or stored electronically.
• Prior to receiving an account, all users must sign a statement acknowledging that they have received and reviewed the university’s IT acceptable user regulation. 

• If a user believes their password has been compromised, the user should contact the UNC Technical Support Center immediately for assistance. 

Technical Requirements 
• Personal computers shall have a screen saver password set to automatically engage after 10 minutes of inactivity. 

• All accounts will be disabled after 5 unsuccessful logon attempts. 

• Passwords must be a minimum of 9 characters long for all user accounts. 
• Passwords must contain characters from at least three of the following four classes: 

· Upper case letters 

· Lower case letters 

· Numeric (0 to9), this should not be the first or last character 

· One special character, this should not be the first or last character 

• Where technically feasible a password history of 14 passwords must be retained to limit password reuse. 

• Where technically feasible the minimum password age shall be 1 day. 

• User accounts must change passwords every 90 days. 
Security

	Here at the University of Northern Colorado we take Data Security very seriously.  As a result of our strong commitment to data security many steps have been taken to safeguard the campus community from cyber security threats.  It is, however, the responsibility of every individual within the UNC community to take steps to safeguard information and themselves.  

Please see our website for more information on data security and simple methods for protecting you and your data.

http://www.unco.edu/it/security


	


Encryption
	Data loss and disclosure has become a serious issue for almost every organization including those both in the public and private sectors.  To address these data protection concerns, UNC Information Technology is strongly encouraging the use of data encryption software.  

	Encryption essentially locks digital data so that only those with the correct key can access it. The key to this data is your Personal Digital Identity (PDID), so your data is safe if a device is lost or stolen. 

	IT recommends some stand alone solutions for data encryption. These products will help to protect sensitive data on laptops and desktops. If you use mobile computing devices, such as laptops, the use of one of the following encryption technologies is very strongly recommended. It is also recommended that individuals handling sensitive data (such as data covered under FERPA, HIPAA, and GLB) use one of the following encryption products for both desktops and laptops. 
For more information please click on the solution for your specific computing platform below. 
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Mac
http://www.unco.edu/it/security/encryption_mac.htm
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Windows
http://www.unco.edu/it/security/encryption_windows.htm
If you have any questions or need assistance, please contact the TSC at 970.351.4357. 
http://www.unco.edu/it/security/encryption.htm



Communications

Calendar (Outlook)

Your calendar is a quick easy way to track all events and meetings.  Since most employees have access to Outlook on campus, you can easily schedule meetings with others and groups by doing a calendar invite.

Your outlook calendar will be set up automatically when the PDID form is processed by Information Technology.

See the following webpage for more information on using Outlook.

http://www.unco.edu/it/email/Outlook_FAQ.htm#CALENDAR
E-Mail
On Campus

You will access your campus e-mail account from your Ursa page “E-mail” tab.  Or you may access it from your computer by selecting the Microsoft Office Outlook program.
http://www.unco.edu/it/email.htm
Your e-mail account will be set-up by the Information Technology Department based on the completed PDID form.

Off Campus

If you would like to access your e-mail while off campus you will use the following internet site address from any computer.  This will take you to a secure site that will ask for your network log-in and password.  You will then have to use your campus e-mail account from off-campus.
https://owa.unco.edu
Anti-SPAM
UNC uses an Anti-SPAM software which will be loaded on your e-mail account called Barracuda.  You will receive an e-mail message daily summarizing all your spam quarantined mail.  

Users can click on any of the links to effect various actions like Deliver, White-list or delete an email while visiting their Quarantine Inbox.  From here, users can search, sort, and review email determined to be quarantined. Then, with a single click on the White-list option, users can have it added to their personal allowed list. Then to have the email delivered to the user inbox just a single click on the delivery option. The Junk Box itself is kept at the network perimeter—off the email server—decreasing risk and load.   

Internet Access

http://www.unco.edu/it/internet.htm
On Campus

All office computers on campus have access to the internet through a high speed connection.  This is to be used for business purposes only (please see UNC’s Computing Procedures below):

UNC’s Computing Procedures

UNC's computer infrastructure, including all related equipment, is provided for authorized UNC use only. UNC computer systems may be monitored for all official purposes. Use of UNC's computing infrastructure, authorized or unauthorized, constitutes consent to this policy and the policies and procedures set forth by UNC. Evidence of unauthorized use collected during monitoring may be used for administrative action and/or criminal or civil prosecution by UNC legal counsel and law enforcement agencies. 

Off Campus

If you would like to access campus resources from off campus you will need a VPN connection on your computer or laptop.  

A Virtual Private Network (VPN) connects remote users to the UNC network via the Internet.  Users who connect to the internet from home not using UNC's Remote Access will need to use VPN in order to access some campus resources.  In order to use VPN, a software program will need to be installed on your computer.  See the link below for more information and contact the Tech Support Center with questions:
http://www.unco.edu/it/InternetAccess/remoteaccess/vpn/vpn.htm
Remote Access (Dial Up)

Currently, UNC provides 46 faculty/staff modems and 92 student modems operating at the speed of 56 K.   If you have difficulty connecting to our modem banks due to the limited number of connections available, you might want to try one of the free/low cost local internet access providers.
http://www.unco.edu/it/InternetAccess/remoteaccess/remoteaccess.htm
Wireless Network Access
To access the Wireless Network you will need to use your Network Login and

Password.  Connection to the wireless network can only be made in Michener

Library, Kepner Hall, McKee Hall, the University Center, and select areas in Ross

Hall.
http://www.unco.edu/it/InternetAccess/Wireless/facstaff.pdf
List Servs
UNC Today

Once your UNC e-mail account is established you will begin to receive the UNC official communications called “UNC Today”.  This weekly e-mail will inform you about many things happening on campus.

Everyone
There is another listserv on campus that is not official called the “Everyone Listserv”.  You must subscribe to this if you are interested.  It will have more personal type of communications like departments selling things etc.  You may also unsubscribe at any time.

To subscribe to everyone e-mail:  type in the following address with the words “subscribe everyone” in the text body and no subject line.  Do not include your name or signature line in the body.  To unsubscribe do the same with “unsubscribe everyone” in the text body of the message.  You will receive a confirmation e-mail for these actions.
listserv@listserv.unco.edu
Banner

For Banner users there are functional listservs that many other schools use to share Banner information and tips and tricks.  These listservs are organized by functional areas.  To subscribe you will need to go to the SCT Banner website and follow steps below:
http://www.sungardhe.com/
· Select “More Support Options” on the left hand menu under Customer Support.

· Select “Click Here” for associated ListServ under Log In to Other Software Support

· Select the ListServ for your functional area

· Provide your e-mail and name

· Select parameters on the radio buttons to customize how you receive the e-mails

· Select Join or Leave the List

VOIP Telephones

http://www.unco.edu/it/core/netcom/voip.htm
Your telephone will be set-up by the Information Technology Department after the completion of the PDID form.  You will need to set-up your voice mail.  Also, you will be given a long distance access code where these charges will appear on your department budget.

Voice over Internet Protocol or IP telephony, VoIP converts the voice signal from your telephone into a digital signal that traverses the data network.  IP phones at UNC connect to the new phone switch also known as the Call Manager (a server cluster) via the data network cabling.  

VoIP potentially offers significant technological improvements with our telephone system.  For instance, a call may be placed from a computer, a VoIP phone, or a traditional phone using an analog gateway (e.g. fax machines over VoIP connect to an analog gateway). You are able to change settings and configure your phone from your computer’s web browser. Services such as campus directory lookup on the phone help save valuable time.  The convergence of voice and data make it easy to provide caller ID, call waiting, conferencing, transfers and other basic phone functions plus advanced features via computer telephony integration (CTI).  
 

Help Desk

UNC offers a Technical Support Center (TSC) to assist with any system or computer related questions or problems.  Currently the TSC provides support to all faculty, staff, students and administrators from 7:00am - Midnight Monday - Friday, Saturday and Sunday 10:00am-7:00pm.  Through the supplemental support of Presidium Learning we will soon be able to expand our hours of support to 24 hours, 7 days a week, and 365 days a year.
You may contact the TSC either by telephone at 1-HELP (4357) or via the web at www.unco.edu/it/help/callsubpage.htm  
Someone will respond to you within 24 hours.  If you have urgent needs you should call the phone number and tell them it is high priority.
My Safe Campus
My Safe Campus is a confidential, anonymous incident reporting system for UNC students, faculty and staff. It is not part of the university, but it notifies appropriate university personnel while protecting the identity of the person who filed a report. It is available 24/7/365 online at www.MySafeCampus.com or by calling toll-free 1-800-716-9007. 

Reporting categories include academic dishonesty, accounting/audit related complaints, admissions irregularities, campus safety/security concerns, compliance/regulation violations, copyright violations, discrimination, drug or alcohol law violations, embezzlement, employee relations issues, environmental issues, falsifying documents, fraud, harassment, hate crime, hazardous campus housing conditions, hazing, HIPAA compliance (confidentiality of personal medical information), identity theft, information security, plagiarism, sexual harassment/misconduct, student health concerns, substance abuse, theft, threat of violence, unauthorized access to computerized academic or administrative records or systems, unsafe work conditions, vandalism, vendor concerns, violation of the 1974 Family Educational Rights and Privacy Act (FERPA), waste and workplace violence. If your concern doesn’t fit any of these descriptions, there is an “other” category. 
Training Opportunities

Professional development opportunities are offered through our Center for the Enhancement of Teaching and Learning (CETL).  These professional development classes are offered free of charge.
http://www.unco.edu/CETL/sitemap.html
Help Sheets
Ursa/Resources Tab (for many help-sheets) - http://ursa.unco.edu
Ursa Navigation Shortcuts -http://www.unco.edu/aboutursa/resources/helpsheets/navigation_shortcuts.pdf
Banner Navigation Tutorial - http://itiis02.unco.edu/bannercbt/
Pay Stub Information - http://www.unco.edu/aboutursa/resources/helpsheets/ursa_pay_stub_instructions.pdf
Forms
PDID form- http://www.unco.edu/it/Forms/PDIDChangeRequest.pdf
Banner Security Forms - http://www.unco.edu/aboutursa/resources.html
Web Pages to Bookmark
Ursa - http://ursa.unco.edu/cp/home/loginf
Data Standards Manual - http://www.unco.edu/aboutursa/resources/Data_Standards.pdf
Help Desk – www.unco.edu/it/help/callsubpage.htm
FERPA – http://www.unco.edu/regrec/FERPA.htm
Faculty Only
Ursa for Faculty Advisors

Please review the following help sheet to do things like:

Access the Faculty Dashboard
Look up information on students and classes

Courses you are assigned to teach

Course catalog
http://www.unco.edu/aboutursa/resources/helpsheets/intro_for_fac.advis.pdf


Faculty Dashboard

The Faculty Dashboard is an interactive tool used to show all courses that a faculty member is assigned to in the current term. From this list you can edit syllabi and office hour information, view class roster information and e-mail the students enrolled in the courses.

You access the faculty dashboard from Ursa under the “Faculty” tab.
CAPP

The Curriculum Advising and Program Planning tool is used to review degree progress for students.  This is used by Faculty Advisors to let their students know what classes are still needed to complete a degree program.  

CAPP is accessed through Ursa, from the ‘Faculty” or “Employee” tab.
See the following link for a help sheet:

http://www.unco.edu/aboutursa/resources/helpsheets/capp.pdf
Faculty tab in Ursa
From your Faculty tab you can do many things like:

· Posting midterm and final grades

· Linking to information help sheets for:
· Registration error messages
· Section numbers

· Registration permit overrides

· Creating class rosters
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