


Security Technology Overview

· Information Security is everyone’s responsibility.
· Definition of Personally Identifiable Information (PII) 
· In information security , PII is any piece of information which can potentially be used to uniquely identify, contact, or locate a single person or can be used with other sources to uniquely identify a single individual.
· FERPA
· The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is a Federal law that protects the privacy of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. Department of Education.
· UNC IT FERPA Cheat Sheet
· Sensitive and Protected Data Management - http://www.unco.edu/it/security/Sensitive&ProtectedDataManagement.pdf 
· Media Disposition and Sanitation  - http://www.unco.edu/it/security/MediaDisposition&SanitationProcedure.pdf 
· Best Practices
· Do not save PII data on any device that is not encrypted - Laptop, Desktop, Thumb drive, mobile phone, etc. Including home and work devices.
· Do not print PII data unless necessary.  Treat printed PII data like electronic data.
· Practice a “clean desk” policy.
· Email is not a secure way of communicating.  Do not send anything you wouldn’t want anyone else to see or read.
· Use existing technologies to secure PII data.  (See below).
· Use secure disposal bins.
· Technology Solutions - 
· Windows Rights Management (WRM) – File level encryption (Windows only)
· Safeguard -  Whole Disk Encryption (Windows only)
· Checkpoint – Whole Disk Encryption (Macintosh only)
· Safeguard Private Disk – Network file storage encryption (H:\drive or S:\drive)
· Safeguard Removable media – USB, CD, external HD’s, etc.	
· Two-factor authentication – eToken (what you know and what you have)
· Where do I get help?  Technical Support Center – TSC – 351-4357
· http://www.unco.edu/it/SupportU.htm 24/7/365
· www.unco.edu/it 
· www.unco.edu/cybersecurity 
· http://www.privacyrights.org/ar/ChronDataBreaches.htm#CP
· Questions are most welcome

FERPA Data Cheat Sheet
(What can and cannot be done with Student Data)
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FERPA Protected Data
Directory Information can NEVER include: 
· Social security number or 
· Bear Number
· Race 
· Ethnicity 
· Nationality 
· Gender
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Acceptable FERPA Data 
University of Northern Colorado Directory Information Can includes the following:
· Name
· local and permanent address (es)
· e-mail address
· telephone number (s)
· dates of attendance
· classification, and enrollment status
· the most recent institution attended
· major field of study
· honors
· awards
· publications
· degree (s) conferred
· degrees pursued or being pursued
· past and present participation in officially recognized sports and activities  and physical factors of athletes (height and weight).


Any combination of data that mingles FERPA protected data with acceptable data results in the commingled data becoming FERPA protected data.  All FERPA protected data must be adequately protected and guarded agents disclosure.   Please see the matrix below for some examples of acceptable and unacceptable data uses under FERPA
FERPA Decision Matrix
	Social Security Number
	Name
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	Name
	e-mail address
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	Bear Number
	Telephone Number
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	Local and permanent address
	Major field of study
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	Bear Number
	Local or permanent address
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	Race
	e-mail address
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	Social Security Number 
	Date and place of birth
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	Name 
	Honors
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	Bear Number
	Social Security Number
	[image: j0340824[1]]


What can happen if we fail to comply? 
· Lawsuit 
· Loss of Federal funding 
· Loss of image
· Conviction of a misdemeanor under the Public Information Act 
· Confinement in the county jail not to exceed 6 months 
or 
· Fine not to exceed $1,000 
or 
· Both 
· Dismissal
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If you have any questions on what can or cannot be release check with your supervisor.
For More Information Please see the following: http://www.registrar.unco.edu/FERPA.htm or contact the Registrar’s Office @ 970- 351- 2231 
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